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1 General 

1.1 Objective 

The objective of this policy is to define binding requirements for the use of IT systems and the handling of business 
information of IS-Fox GmbH (CLIENT) and to reduce the risks of improper use.  

1.2 Target group  

The rules defined in this policy are binding for all employees of CLIENT.  

 This also includes external or temporary personnel (e.g., consultants, freelancer, employees of suppliers or service 
providers, temporary workers or working students) who perform tasks on behalf of CLIENT in the described field of 
activity. 

 

1.3 Violations 

Violations of, or disregard with the rules defined in this policy may be sanctioned. Details are described in the CLIENT 
Information Security Policy (ISP) (Chapter 1.4). 

1.4 Deviations 

Option 1 Exception process below: 

Deviations from the rules of this guideline must be reported to the Chief Information Security Officer (CISO). The 
CISO must evaluate the deviation and - depending on the risk - either reject or approve it. 

Depending on the risk of the deviation, approval can be granted on a blanket basis or subject to conditions, i.e. the 
deviation is only permitted if the defined risk-minimizing measures are implemented.  

An exception can be approved both permanently and temporarily. The decision to reject or approve (including the 
duration of the approved exception) must be documented by the CISO and reviewed again after the deadline has 
expired. 

 

Option 2 Reference to exception process: 

Deviations from the rules defined in this policy must be handled in accordance with the ISMS exception handling 
process.   

2 Roles and responsibilities 

Roles and responsibilities under this policy are described in the ISP (Chapter 2).  
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3 General specifications 

3.1 Reporting of information security incidents  

An information security incident (InfoSec incident) is defined as a threat of the protection goals of confidentiality, 
availability, and/or integrity. 

Every employee must report any InfoSec incidents detected or suspected immediately to the IT service desk: 

▪ As ticket: <mail>  

▪ Per telephone:  <tel> 

Examples of reportable InfoSec incidents can be found in Annex A. 

3.2 Security awareness 

Raising the awareness of all employees about all significant threats and ris ks is an essential component of a 
functioning ISMS. 

▪ All employees must regularly (= at least annually) participate in the security awareness measures offered 
(especially security eLearning). 

▪ The responsible head of department | the HR department | the direct supervisor must ensure that the security 
awareness measures offered, are taken up by all employees in their own area of responsibility and that the 
necessary time is available for participation. 

▪ The HR department must regularly evaluate participation, monitor it, and intervene if necessary. 

New employees must complete the security eLearning promptly (as part of the onboarding phase). 

3.3 Changes in the employment relationship 

In the event of personnel changes (internal transfer, termination of employment), the following must be taken into 
account: 

▪ The responsible head of department must inform the HR department at an early stage (when the personnel 
change becomes known). 

▪ The HR department must ensure that the offboarding of the employee is initiated and carried out properly / 
completely. 

▪ As part of the offboarding process, the HR department (together with the head of department) must ensure 
that… 

 authorizations that are no longer required are removed or adjusted. 

 Accounts that are no longer required are deactivated or deleted. 

 IT equipment that is no longer required (including notebooks, smartphones, data carriers, authentication 
tokens, access cards and keys, etc.) is returned. 

▪ Further information can be found in the Personnel Security Policy. 

3.4 Procurement of IT systems 

▪ All IT systems (hardware, software, applications, sm artphones, printers, multifunction devices, …) must be 
procured by IT. 

▪ Further information can be found in the policy Secure procurement of IT systems.
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3.5 Confidentiality 

3.5.1 Confidentia  l ity classification of information 

To ensure that the confidentiality of business information is adequately protected, CLIENT has the following 
confidentiality levels: 

Confidentiality levels (potential) damage in case of unauthorized inspection 
Public 
 
 
 

Information without special restrictions or information intended for the public. 
 
Consequences in the event of unauthorized access 

▪ None  

Restricted 
 
 

N
o

n
-p

u
b

lic
 in

fr
o

m
at

io
n

 

Information that is not intended for the public. 
 
Consequences in the event of unauthorized access 

▪ Internal consequences 

▪ Reparable / limited impact on CLIENT’s image, angering customers, partners, 
or employees 

Confidential 
 

Se
n

si
ti

ve
 in

fo
rm

at
io

n
 

Information intended only for a restricted group of people (internal and 
possibly external). 
 
Consequences in the event of unauthorized access 

▪ Administrative offenses or fines due to contractual or legal violations 

▪ Significant impact on CLIENT’s image, loss of individual customers, 
partners, or employees 

▪ Significant financial impact (due to fines, or loss of revenue) 

Strictly confidential 
 

Tr
ad

e
 s

e
cr

e
ts

 

Highly sensitive information of CLIENT (trade secrets or crown jewels), 
which are subject to the strictest access restrictions or access 
monitoring. 
 
Consequences in the event of unauthorized access 

▪ Fines and imprisonment for violations of the law 

▪ Existential impact on CLIENT’s image, loss of several customers, 
individual key accounts, entire business units, as well as partners or 
employees 

▪ Existential financial impact 
 

Adequate protection of information is ensured by applying different levels of confidentiality protection measures 
for each confidentiality level. 

Addition to the confidentiality levels 

▪ When the term „sensitive information” is used in the context of the CSP, it refers to information of the 

 Confidential and  

 Strictly confidential. 

classes. 

▪ In addition, information in the „Strictly confidential” class are considered as trade secrets (GeschG) within the 
meaning of the German Act on the protection of trade secrets(GeschGehG). 

This template serves only as an example and does not 
contain the complete content. 

Please contact us for comprehensive advice. 
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5.10 Passwords 

Each employee receives his or her own personalized user account to use the IT systems.  

▪ Each employee is responsible for all actions performed with the account. 

▪ Passwords may not be passed on - not even to superiors, IT staff, or other colleagues. Passwords may also not 
be passed on in the event of a deputy (vacation, absence). In such cases, the designated deputy functions must 
be used.  

▪ Passwords must not be written down. Instead, password safes should be used. These can be provided by IT.  

▪ Passwords must not be stored in automatic login procedures (e.g., macros, scripts, ...) or in the web browser.  

▪ Users with multiple accounts must use a separate password for each account. Reuse of the same password 
between private and business accounts should also be avoided.  

▪ In case of suspected or detected misuse of the user account, this must be reported as an InfoSec incident (see 
chapter 3.1).  

▪ When entering the password, care must be taken to ensure that the entry is not observed. 

The following is understood as a secure password (concerns user passwords) at CLIENT: 

▪ Length: 12 characters  

▪ Complexity: 3 out of 4 (i.e., passwords must contain characters from at least 3 of the following 4 character 
groups): 

 Capital letters:   A B C D E F ... 

 Lowercase   letters: a b c d e f ... 

 Numbers:   0 1 2 3 4 5 ... 

 Special characters: * ! & % $ § ... (as long as they are supported by the respective IT system). 

▪ History: the last 5 passwords must not be reused. 

▪ Change interval: every 180 days (password must be changed). 

▪ Used passwords must contain. 

 no whole words (password, Weißwurst, Rosenheimerherbstfest, ...), 

 no combinations of letters / numbers with regularities (e.g. abc123, test1234, ...) and 

 should not contain "easy to guess parts" or personal information (e.g. date of birth, name of partner, name 
of children or pet, ...). 

▪ Higher password requirements apply to accounts with elevated or administrative privileges (defined in the 
Secure IT Operations Policy).  

▪ Mnemonic devices help to remember even secure and complex passwords. E.g., 

 The password consists of the first letters of a sentence. In addition, certain characters are replaced by 
numbers or other characters:  

 This summer it rained four times in winter eight times ==> Tsir4*iw8* 

 The password consists of one word by replacing letters and numbers and special characters: Weißwurst ==> 
W3!55wur5t  
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5.11 Use of the e-mail system 

In addition to the guidelines for private use described in section Fehler! Verweisquelle konnte nicht gefunden w
erden., the following must be observed with regard to the use of the CLIENT e-mail system: 

▪ Sensitive information (confidentiality level „Confidential” and “Strictly confidential”) or trade secrets (“Strictly 
confidential”) may not be exchanged unencrypted via e-mail with external communication partners.  

▪ Business e-mails must not be forwar  ded to private e-mail accounts or e-mail accounts not managed by CLIENT 
- not even temporarily, e.g., in case of absence. 

▪ When sending emails, attachments should always be referenced in the text. 

▪ Potentially dangerous file attachments or types can be technically blocked. The recipient is informed about e-
mails whose receipt has been technically blocked.  

▪ When sending an e-mail to several external recipients, it should be ensured that the confidentiality of the 
recipients is maintained, e.g., by entering the recipients via the BCC field. 

▪ E-mails identified by the employee as spam e-mail must not be answered or forwarded and must be deleted 
immediately. 

▪ In the event of a planned absence of more than one day (e.g., training or vacation), the absence function of the 
e-mail system must be activated, and a corresponding note added.  

▪ In the case of unplanned longer absences (e.g., illness), the team leader is given access to the employee's 
mailbox after consultation with the DPO. 

5.12 Internet use 

In addition to the guidelines for private Internet use described in section Fehler! Verweisquelle konnte nicht g
efunden werden., the following must be observed: 

▪ Calling up potentially dangerous websites can be technically blocked. If a website that is required for business 
purposes is blocked or inaccessible, the IT service desk should be contacted. 

5.13 Use of telephony and video conferencing systems 

▪ Telephone calls may only be recorded with the prior consent of all participants or the works council. 

▪ If video conferences are to be recorded, the recording must be announced at the beginning of the meeting and 
the consent of all participants must be obtained. 

5.14 Logging 

To ensure the security of the IT systems, some activities of systems and users are logged. This log data is produced 
exclusively for the following purposes: 

▪ Detection and prevention of attacks 

▪ Detection and prevention of espionage or data leakage 

▪ Analysis and correction of technical errors 

▪ Technical optimization of the network and the services offered on the network. 

▪ Ensuring the availability of the IT systems 

The retention of log data is 12 months. This log data will be used exclusively for the above-mentioned purposes 
and not for performance or behavioral control of employees

This template serves only as an example and does not 
contain the complete content. 

Please contact us for comprehensive advice. 

https://www.hvs-consulting.de/en/contact/?lang=en
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6 Physical security requirements 

6.1 Site, buildings, and zones 

The CLIENT subdivides property (parts), building (parts) or premises into the following security zones: 

Security zone Description 

Public area Areas and spaces that do not contain information or facilities that require protection. 

Examples: Parking and outdoor areas, entrance and waiting areas. 

Employee area Areas and spaces that contain non-public information and information-processing 
facilities with access to non-public information. 

Examples: Open plan offices, standard offices, meeting rooms, corridors within 
buildings. 

Security area Areas and rooms containing central information-processing facilities (e.g., server room, 
archive, etc.), providing access to particularly sensitive data, or containing collection 
facilities of records/items to be destroyed. 

Examples: HR office, archive, management offices, IT workstations, technical rooms, 
server rooms. 

High security area CLIENT data center. 

Example: Data center. 

 

Security requirements for the public area 

Access to public areas is generally provided or permitted for third parties during duty / service hours. 

▪ Outside of service hours, access to CLIENT buildings must be protected against entry by unauthorized persons. 

▪ Only information or information processing equipment intended for public use may be stored, operated, or 
provided in the public area. 

Security requirements for the employee area 

Only authorized employees are permitted access to the employee area. All other employees (employees without 
authorization) have access only to areas directly related to their work environment or area of responsibility. 

▪ The person responsible for key / card management must keep a list of persons authorized for access. 

▪ All non-authorized persons may only be in employee areas when accompanied by an authorized employee. 

▪ If an authorized person leaves an employee area and no other authorized employee is present there, the 
employee area must be locked, or it must be ensured that no unauthorized persons gain access to this area. 

▪ The presence of unknown persons in the employee area must be questioned in a friendly but consistent manner 
(reason for their stay, contact person at CLIENT). If there is no valid reason for the stay, the person must be 
asked to leave the staff area. 
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Annex A – Examples for InfoSec incidents 

Examples of reportable InfoSec incidents include the following:  

▪ Unavailability  of a critical IT system, IT service, or application. 

▪ Altered or manipulated information in IT systems. 

▪ Emails with suspicious links or attachments (phishing emails). 

▪ Emails with suspicious (e.g., changed bank data) payment requests (CEO Fraud, President Scam). 

▪ Actual or suspected misuse of the account. 

▪ Leakage of sensitive information (violation of the "need-to-know" principle, including sending sensitive 
documents to the wrong recipient). 

▪ Loss of devices (company notebook or smartphone) or data carriers.  

▪ Presence of unauthorized, unknown, or unaccompanied individuals in the security/high-security area at an 
CLIENT site. 

This list should not be considered exhaustive. If there is any doubt as to whether an event constitutes a reportable 
IS incident, this should be clarified with the supervisor in a timely manner. 

Annex B - Examples of information per confidentiality class 

Confidentiality level Examples 
Public 
 

▪ Press releases 

▪ Annual report after publication 

▪ Company brochures 

▪ Information on products or services  

▪ Presentations for publication 

▪ Whitepapers 

▪ Videos & HowTo's 

Restricted ▪ Organizational charts 

▪ Internal telephone directory 

▪ Process descriptions & guidelines 

▪ Templates/forms 

▪ Offers with standard conditions 

▪ General personal data (e.g. name, e-mail address, telephone number, function) 

Confidential ▪ Contract details with customers 

▪ Budget data 

▪ Business evaluations 

▪ Personnel files 

▪ Project documentation 

▪ User passwords/PINs 

▪ System files and configurations 

▪ Quotations with individual conditions 

▪ Source code  

▪ Personal data (e.g. marital status, religious affiliation) 

This template serves only as an example and does not 
contain the complete content. 

Please contact us for comprehensive advice. 

https://www.hvs-consulting.de/en/contact/?lang=en
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Ready to set up your ISMS? 

Let's get started together! 

Contact us now for individual advice and support. 

https://www.hvs-consulting.de/en/contact/?lang=en

